managed gatewayservices

firewall appliance

NAT, PAT and Transparent (Bridge)
Policy-Based NAT
SIP/H.323/SCCP NAT Traversal
VLAN Tagging (802.1Q)

IPv6 Support

VPN services

IPSec and SSL VPN

DES, 3DES, AES and SHA-1/MD5 Authentication
PPTP, L2TP, VPN Client Pass Through

SSL Single Sign-On Bookmarks

Two-Factor Authentication

reporting

Attacks: By Unit, by Hour Of The Day, by Category, and by Top Sources
Viruses: Top Viruses Detected, Viruses Detected by Protocol

Events: By Firewall, Overall Events Triggered, Security Events Triggered, & Events Triggered

by Day of Week
Applications: Top Blocked, By User
Web Usage: Top Web Users, Top Blocked Sites, and Top Client, Attempts to Blocked Sites

Bandwidth Usage: Top Bandwidth Users, Bandwidth by Day and by Hour, and Bandwidth

Usage by Protocol Family
Protocols: Top Protocols Used, Top FTP Users, & Top Telnet Users

antivirus/antispyware

Proxy Antivirus
Flow-based Antivirus
File Quarantine

IPv6 Support

IPS services

Automatic Attack Database Update
Protocol Anomaly Support

IPS and DoS Prevention Sensor
Custom Signature Support

IPv6 Support

application control

Identify and Control Over 1000 Applications

Traffic Shaping (Per Application)

Control Popular IM/P2P Apps Regardless of Port/ Protocol
Popular Applications include:

Instant Messaging (Yahoo, MSN, ICQ, ect.)

Peer-to-Peer (Gnutella, BitTorrent, KaZaa, eDonkey, etc.)
Social Networking (MySpace, Facebook, etc)

web content filtering

HTTP/HTTPS Filtering

URL / Keyword / Phrase Block

Blocks Java Applet, Cookies or Active X
MIME Content Header Filtering

IPv6 Support
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